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(57) Abstract 

A system and method are disclosed for controlling data communication between a host computer (18) and a remote device 
(14) such as a terminal. The controller (28) prohibits data communication between the two devices when desirable to effect verifi- 
cation of information such as a user's voice characteristics obtained over the same (or a different) communication channel 
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CONTROLLER PROHIBITING DATA COMMUNICATION 
UNTIL USER IS VERIFIED 



This invention relates to a switching system and 
process for controlling data communication between a 
host computer and a remote device. The apparatus may 
be used to suspend data communication, pending 
verification of a user by matching the user's voice 
characteristics with a pre-registered file/ passed 
over a standard telephone line. 

Background of the Invention 
Maintaining the integrity of the information 
contained in a computer system is of great importance 
to computer operators. Traditional means of limiting 
system access to authorized users include requiring 
those desiring admittance to provide identifying 
information including a password. This information 
typically is entered into the data stream between the 
terminal in use and the host computer and has proven 
to be extremely useful in distinguishing authorized 
from unauthorized users. In some cases, additional 
layers of passwords or challenges have been added. 
Many systems, however, require even greater security 
than the conventional methods provide. For these 
systems information obtained from sources other than 
the data stream, such as voice intelligence, furnishes 
an additional measure of protection not present in the 
traditional approach to computer security. 

Summary of tfre invention 
The communication controller of the present 
invention suspends data communication between a host 
computer and a remote device, such as a terminal, 
while additional identifying information is obtained 
from a user. Addressing and switching techniques 
preclude data communication with the host computer 
over a particular line at prescribed points in the 
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access sequence, such as when a user is attempting 
initial entry into the system or accessing a "higher 1 ' 
or more sensitive level of recorded information. 
While data communication is suspended the 
telecommunications control unit associated with the 
particular incoming line remains in or returns to 
"voice 11 mode and allows voice transmissions to be made 
to a conventional voice processing unit. If the voice 
information falls within acceptable limits a signal is 
returned to the telecommunications control unit, 
causing it to switch to data mode and allow continued 
data communication between the host computer and the 
terminal. If the voice information lies outside 
acceptable parameters, a "clear and reset" signal is 
sent to the telecommunications control unit and 
communication with the terminal discontinued. 

It is therefore an object of the present 
invention to provide an apparatus for temporarily 
suspending data communication between a host computer 
and a terminal. 

It is an additional object of the present 
invention to provide an apparatus for providing an 
increased measure of integrity for a multi-user 
computer system by suspending data communication while 
verification based on information obtained from a 
different source, such as a user's voice, is 
performed. 

Other objects, features, and advantages of the 
present invention will become apparent with reference 
to the remainder of the written portion and the 
drawings of this invention. 

Brief Description of the Drawings 
FIG. 1 is a block diagram of the control system 
of the present invention showing the interaction 
between the controller, host computer, and alternate 
terminals. 
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FIG. 2 is a flow chart of the method of 
suspending and reestablishing data communication 
between the terminal and host computer for purposes of 
user identification performed by the controllers in 
FIG. 1 for the basic requirement of a remote terminal 
user. 

FIG. 3 is a flow chart detailing the commands 
issued by the controller of FIG. 1 while performing 
the method of FIG. 2. 

FIG. 4 is a flow chart of the method of 
suspending and reestablishing data communication 
between the terminal and host computer for purposes of 
user identification performed by the controllers in 
FIG. 1 when a permanently connected terminal is used. 

FIG. 5 is a flow chart detailing the commands 
issued by the controller of FIG. 1 while performing 
the method of FIG. 4. 

FIG. 6 is a block diagram of the two versions of 
the telecommunications control unit shown in FIG. 1 
needed to perform the methods of FIGS. 2 and 4. 

Detailed Description of the Drawings 
FIG. 1 details the major components of the 
control system 10 of the present invention and their 
interaction with a telephone 12 , remote terminal 14 
(or permanently connected terminal 16) and host 
computer 18. Control system 10 includes 
telecommunications control unit 24, matrix switch 
controller 28 (including process control software) , 
and external control device 32. Control unit 24, 
which may be a standard V22 modem modified to pass 
voice information and generate and respond to 
additional non-standard commands, serves to transmit 
and receive data to terminal 14 via standard telephone 
line 36. Matrix switch controller 28 connects control 
unit 24 to the external control device 32 via lines 40 
and 42 and routes verification information between the 
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two devices. External controller 32 interrogates the 
user of terminal 14 in voice mode and compares the 
audible response received over telephone line 36 to a 
preselected file containing voice information for a 
particular user identification symbol. Line 44 , 
typically an RS 232 connector cord r links control unit 
24 to host computer 18 to allow data communications 
between the two apparatuses. Standard telephone-type * 
connectors 48 (such as Kill connectors) and adaptors 
may be used to permit passage of both voice 
information and data to and from the ports of control 
unit 24. 

Although only one each control unit 24, matrix 
switch controller 28 , and external controller 32. are 
specifically shown in FIG. l f those skilled in the art 
will readily recognize that any number of such devices 
may be used in the controller system of the present 
invention , depending upon the size of the computer 
network and the number of verification requests 
anticipated. In most cases more than one of these 
devices will be present in the system, and 
intercommunication is conducted using a standard 
common UNIX bus with each matrix switch controller 28, 
which as contemplated will manage as many as sixteen 
control units 24 and four paths 40 and 42 to external 
controllers 32 r merely scanning or polling the devices 
sequentially to determine when action is needed. 

The matrix switch controller 28 also may be 
connected in a controlled link path 46 to the 
associated host computer 18 when the configuration is 
used to verify a user on a permanently connected 
terminal 16 , such as an SNA network, or a multiplexed 
communications link 48. In accordance with this 
configuration, telecommunications control unit 24 may 
be modified to detect at the appropriate time DTMF 
keyed information from the keypad of telephone 12 
representing the user identifier for "voice" file 
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selection. and to ensure the correct data session on 
the permanent network is verified. 

FIGS. 2 and 3 present flow charts of the process 
performed and commands issued by the controllers of 
the present invention to serve the remote or dial-up 
users from the terminal 14. When the ring current 
generated by an incoming call is detected via 
telephone line 36 (block 50), control unit 24 (labeled 
"Version 1" in FIGS. 2-3 and 6) is placed in "ring 
detect" mode and generates a carrier signal (block 54) 
similar to that initiated by any standard V22 modem. 
Appropriate equipment attached to terminal 14 detects 
the carrier (block 58) and immediately is placed in 
"data" mode ready to transmit data to the host 
computer 18. 

Control unit 24 also sends a "suspend" signal to 
matrix switch controller 28 , which logs the port 
number of the unit 24 and the "call suspended" 
condition and responds by prompting the user of 
terminal 14 to enter identifying information (such as 
a password or user identification number or name) into 
the data stream between the terminal and control unit 
24 (block 62) . In conjunction with the process 
control software, matrix switch controller 28 passes 
such information to external controller 32. Matrix 
switch controller 28 also notes the identity of the 
control unit 24 and external controller 32, switches 
the two-wire voice path 40 and 42 between the 
appropriate units (block 66a) , commands control unit 
24 to enter "voice" mode (block 66b) , and through a 
"verification request" signal provides to external 
controller 32 the identification information obtained 
from both the remote user and the control unit 24 
(block 66c). Of course, data communications may be 
suspended at any desired time, including when 
particular triggering data is transmitted to or 
received from terminal 14. 
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Once the verification request signal is received 
by the external controller 32 , that device selects the 
pre-registered user "voice" file corresponding to the 
identification number provided (block 68 of FIG. 3) 
and the user is prompted (block 66d) to recite 
appropriate words or phrases into the telephone 
equipment using line 36 (block 70) . External 
controller 32 subsequently compares the information 
obtained through the voice link to the voice 
characteristics prerecorded in the user "voice" file 
and either renders a verification decision (positive 
or negative) or continues the recitation prompts 
(block 74) . When a decision is made external 
controller 32 sends an appropriate signal to matrix 
switch controller 28. If voice verification is 
achieved (or a pre-set time has elapsed) control unit 
24 in turn is instructed to return to "data" mode 
(block 78) and allow data communication between 
terminal 14 and host computer 18 (block 82) and lines 
40 and 42 are cleared. Conversely, if a voice match 
is not made, control unit 24 is instructed to enter a 
"clear and reset" mode (block 84 of FIG. 3) whereby 
the unverified call is cleared from the system and the 
control unit reset to an "on-hook" condition for 
receiving other incoming calls. 

FIGS. 4 and 5 detail the process performed and 
commands issued by the controller of the present 
invention serving a permanently connected terminal 16. 
In this embodiment control unit 24 (labeled "Version 
2" in FIGS. 4-6) is modified to handle DTMF tones 
instead of using an analog-to-digital (A/D) converter 
and is bypassed by the data path, which is routed 
directly from terminal 16 to host computer 18. When 
the host 18 determines during the session log-on that 
user verification is required it will suspend the 
session and prompt the user to contact the control 
unit 24 through telephone 12 (block 85) . 
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Additionally, the host computer 18 will signal the 
matrix switch controller 20 over the host control path 
46 that a specific session with a particular user 
requires attention. When the ring current generated 
by the incoming call is detected, control unit 24 is 
placed in "ring detect mode" and generates a short 
prompt tone (block 86) heard by the user. At this 
time the user enters the identifying information using 
the keypad of telephone 12 (block 87) . Control unit 
24 also sends a "suspend" signal to matrix switch 
controller 28, which logs the port number of the unit 
24 (block 88) . The matrix switch controller matches 
the incoming host session information and the decoded 
DTMF identifier (blocks 89 and 90) and advises the 
external control device 32 to proceed with 
interrogation of the user. Matrix switch controller 
28 also notes the identity of the control unit 24 and 
external controller 32, switches the two-wire voice 
path 40 and 42 between the appropriate units (block 
91a) , commands control unit 24 to enter "voice" mode 
(block 91b) , and through a "verification request" 
signal provides to external controller 32 the * 
identification information obtained from both the 
remote user and the control unit 24 (block 91c) . As 
noted above, data communications may be suspended at 
any desired time, including when particular triggering 
data is transmitted to or received from terminal 16. 

As in FIG. 2, once the verification request 
signal is received by the external controller 32, that 
device selects the pre-registered user "voice" file 
corresponding to the identification number provided 
(block 92 of FIG. 5) and the user is prompted (block 
9 Id) to recite appropriate words or phrases into the 
telephone equipment using line 36 (block 93). 
External controller 32 subsequently compares the 
information obtained through the voice link to the 
voice characteristics prerecorded in the user "voice" 
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file and either renders a verification decision 
(positive or negative) or continues the recitation 
prompts (block 94) . When a decision is made external 
controller 32 sends an appropriate signal to matrix 
switch controller 28. If voice verification is 
achieved (or a pre-set time has elapsed) control unit 
24 in turn is instructed to clear down the call on 
line 36 and the temporary paths 40 and 42 (block 95) . 
Similarly, a controlled response is sent by the matrix 
switch controller 28 over the host control path 46 to 
the host/network computer 18 advising it of the 
approval to continue the specific session (block 96) . 
Should verification not be granted the host computer 
18 will be instructed to cancel the specific session 
and all paths in the matrix switch controller 28 and 
telecommunications control unit 24 will be reset. 

FIG. 6 details the two versions of 
telecommunications control unit 24 necessary to 
accomplish the methods described above. Version 1 of 
control unit 24 , used to serve remote terminals, may 
be a modified V22 modem capable of detecting incoming 
ring current (block 100) , handling tones (block 104) , 
converting the analog tones to digital information 
(block 108), and communicating with the host computer 
18 and via bus 112 (block 116) . Version 2 of control 
unit 24, used in conjunction with a permanently 
connected terminal or network, may be an intelligent 
DTMF decoder capable of detecting incoming ring 
current (block 120), handling tones (block 124), 
decoding DTMF information (block 128) , and 
communicating via the bus 112 (block 132) . 

A summary of commands generated by the devices 
comprising the multi-port control system of FIG. 1 
appears below. Such commands may easily be coded in 
UNIX or other appropriate operating systems, as is 
well known to those of ordinary skill in this art r and 
include: 
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"Call suspended" command — generated after 
detection of incoming ring current information 
and includes the default target address of the 
matrix switch controller 28 , the port number of 
the initiating control unit 24 , and the 
appropriate interrupt address for this command; 

"Go voice' 1 command — generated after the process 
control software has detected receipt of user 
idenf ication information and includes the port 
number of the initiating control unit 24 and the 
appropriate interrupt address for this command; 

"Verification request" command — generated after 
the two-wire voice path 40 and 42 is switched 
between the initiating control unit 24 and 
external controller 32 and includes the target 
address of the external controller chosen , the 
port number of the initiating control unit, the 
appropriate interrupt address for this command, 
and the user f s identification information; 

"Go data" command — generated after detection of 
positive verification signal from external 
controller 32 and includes the port numbers of 
the initiating control unit 24 and appropriate 
external controller and the appropriate 
interrupt address for this command; 

"Call verified" an d "call denied" commands-?- 
generated to the bus after analysis of the 
identification information and include the port 
numbers of the external controller 32 and 
initiating control unit 24 and the appropriate 
interrupt address for the commands; and 

"Go session" command — generated after detection 
of positive verification signal from external 
controller 32 and includes all port numbers of 
initiating control unit 24, host session 
reference number, terminal identification, user 
DTMF identification, and the appropriate 
interrupt address for the command. 

The invention specifically contemplates that 
additional commands may be utilized in conjunction 
with the multi-port system described above. For 
example, a "busy out" command could be used to disable 
a specifically addressed telecommunications control 
unit 24 for maintenance or repair, while a "status 
check" command could be used to determine the resident 
state of a particular control unit at a given time. 
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The "call verified" and "call denied" signals issued 
by external controller 32 likewise could be used for 
troubleshooting purposes, to cause a specific control 
unit 24 to be placed in "data" or "clear and reset" 
modes, respectively. Utilization of the UNIX bus 
architecture addressing mentioned above also would 
allow forcible termination of an incoming call at any 
time and collection of data regarding date, time, 
control unit address, verification status, etc., if 
such is desired. Host control path 46 would serve as 
the preferred conduit for transmitting such management 
information to the host computer 18 . 

Additionally, telecommunications control unit 24 
(Version 2 of FIG. 6) could be used in a similar 
system to verify a voice user for accessing a voice 
host, i.e., a host which prompts the user verbally and 
reacts to either voice or DTMF tone information. 

The foregoing is provided for purposes of 
illustration, explanation, and description of 
preferred embodiments of the invention. Modifications 
and adaptations to these embodiments will be apparent 
to those of ordinary skill in the art and they may be 
made without departing from the scope or spirit of the 
invention. 
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What is claimed is: 

1. An apparatus for controlling data communication 
between a host computer and a remote device 
comprising: 

a. means for receiving data from the remote 
device and passing the data to the host 
computer ; and 

means, electrically connected to the data 
receiving and passing means, for 
temporarily preventing the data from being 
passed to the host computer, 

2. A method for verifying the identity of a user 
accessing a host computer from a remote device 
comprising the steps of: 

a. suspending data communication between the 
host computer and the remote device; 

b. obtaining identification information from 
the user; and 

c. analyzing the information obtained using 
voice processing techniques. 

3. A method according to claim 2 in which the step 
of obtaining identification information is 
performed over a telephone line. 

4. A method according to claim 2 further comprising 
the step of reestablishing data communication 
between the host computer and the remote device 
if verification is achieved. 

5. A method for verifying the identity of a user 
accessing a host computer from a remote device 
comprising the steps of: 

a. detecting in a selected telecommunications 
control unit a host computer access request 
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transmitted from the remote device through 
a telephone line; 

issuing a signal from the selected 
telecommunications control unit to a matrix 
switch controller suspending data 
communication between the host computer and 
the remote device and providing information 
unique to the selected telecommunications 
control unit; 

prompting the user to provide 
identification information; 
passing the identification information and 
information unique to the selected 
telecommunications control unit to a 
selected external control device; 
prompting the user to speak into the 
telephone line; 

comparing the user*s speech to prerecorded 
material contained in a file corresponding 
to the identification information 
previously provided; and 
issuing a signal from the matrix switch 
controller to the selected 
telecommunications control unit 
reestablishing data communication between 
the host computer and the remote device. 



SUBSTITUTE SHEET 



WO 90/16126 



PCT/US90/03302 



6b 



perecr 



ew&i to 
u 



7t> 



2/6 

7&£CC*MUMCAT10US 
CoHUOL UNIT 14 



CAUtGL 
82 



M7711Y. Switch 

CoNTZOIUSL 2ft 



CALL 



i&ve to 




lt>3L 



(M€OL 



to n. 



^VBtlFtCA/JOAi 
S/C5A/AC 



1Z 



WITH H&r OmfvjGL 
7&t6 



Fie. z 



WO 90/16126 



4/6 



PCT/US90/03302 



65 • 



0TMF IP 
LSI 




93 



CONTtOL WIT Zf 
CVQLStoNZ) 



UNCr PtTECT 
8C 



■WjNtft roue 



61 



oecooe 
omF- 



VotcZ 
MOPf 



,tey wax , 



Of. FPU. QfirTPl' 



MATJLIV ft/ffCtt 
tOHTflJOlU&l lb 



CALL 






OS 






f 


mitH io win 


se&ori INFDIMA- 


96 


no*) 



PA& 7*>?t 

\2& 

<rer zt&ch- 

firm 
n * 

issue &eecH 

m 



70 JZ 



32 



TO 
t6 



■4£ 



F/&.4- 



WO 90/16126 



6/6 

veitldtl I (M0DIH6P VIZ ffioom) 

f=vl> lemon T&UAtNfiL on- WAl-Vf 

Foil featmiWKi connected wun^i 



PCT/US90/03302 



Tf 

3i 



LU 






t 

0 




A/P 


omcr 


N 

z 




Loo 


10+ 




_r... . 1 



Z4- 



e<s SWITCH 



-Bus Xiz- 



l 46 



44 

US13Z) 



ZzzzzCtzzzzzzzzzzzz 



/UNO- 


T 

0 






Derecr 


u 
e 




DZCfiQ&L 


JZC 




LZ4- 




— ., — 



1A 

VBtflfUL 



4o 



-dot m - 



INTERNATIONAL SEARCH REPORT 

International Application Wo PCT/OSQO/0'3302 

I. CLASSIFICATION OP SUBJECT MATTER (II severe! classification symbols apply. Indicate all) ' 

According to International Patant Classification (IPC) or to both Notional Classiflcation and IPC 

IPC(5): HD4M 11/00 
U.S. CL.: 379/95 

H. FIELDS SEARCHED 

Minimum Documentation Searched + 
Classification System [ Clas sification Symbols 

U.S. CL. 379/55,88,89,93,199,355 



Documentation Searched other than Minimum Documentation 
to the Extent that such Documents are Included in the Fields Searched • 



III. DOCUMENTS CONSIDERED TO BE RELEVANT '« 



Category • | Citation ol Document. "» with indication, where appropriate, ot the relevant passages u | Relevant to Claim No. " 



A 
A 
A 

A,P 



US, A, 4,585,904 (MJNCONE ET AL.) 29 April 1986, 
See abstract, column 2, lines 26-27 
and 39-41 and column 7, lines 6-10. 

US, A, 4,788,715 (&EE) 29 November 1988, 

See abstract, column 2, lines 63-68 
and column 1, lines 56-65. 

US, A, 4,577,067 (LEVY ET AL.) 18 March 1986. 

US, A, 4,785,408 (BRITT0N ET AL.) 15 November 1988. 

US, A, 4,737,976 (BOOTH ET AL.) 12 April 1988. 

US, A, 4,850,005 (HASHIMOTO) 18 July 1989- 



1-5 

1-5 

1-5 
1-5 
1-5 
1-5 



* Special categories of cited documents: >» 

"A* document defining the general state of the art which is not 

considered to be of particular relevance 
M E M earlier document but published on or after the International 

filing dale 

document which may throw doubte on priority claim(t) or 
which la cited to establish the publication date ot another 
citation or other special reason (as specified) 
•O" document referring to an oral disclosure, use, exhibition or 
other means 

"F* document published prior to the Internationa! flf.no date but 
later than the priority date claimed 



T* later document published after the International filing date 
or priority date and not in conflict with the application but 
cited to underatand the principle or theory underlying the 
Invention 

-X" document of particular relevance; the claimed invention 
cannot be conaldertd novel or cannot be considered to 
involve an Inventive step 

«Y" document of particular relevance: the claimed Invention 
cannot be considered to involve an Inventive step when the 
document is combined with one or more other such docu- 
ments, such combination being obvious to a peraon skilled 
in the art 

"A* document member of the same patent famHy 



IV. CERTIFICATION 



Date of the Actual Completion of the International Search * 

23 JUI* 1990 



Internationa) Searching Authority * 

ISA/US 



Date ol Mailing ol this International Search Report > 

Z 0 NOV 1990 



Senator, of AtrthortietfOn^A^^ 

AHMAD MATAR DJT ebn&tionai,pivi3IO< 



Form PCT/ISA/21 0 (second sheet) (May 1 986) 



This Page is Inserted by IFW Indexing and Scanning 
Operations and is not part of the Official Record 

BEST AVAILABLE IMAGES 

Defective images within this document are accurate representations of the original 
documents submitted by the applicant. 

Defects in the images include but are not limited to the items checked: 

□ BLACK BORDERS 

□ IMAGE CUT OFF AT TOP, BOTTOM OR SIDES 
J&faded TEXT OR DRAWING 

rjft BLURRED OR ILLEGIBLE TEXT OR DRAWING 

□ SKEWED/SLANTED IMAGES 

□ COLOR OR BLACK AND WHITE PHOTOGRAPHS 

□ GRAY SCALE DOCUMENTS 

□ LINES OR MARKS ON ORIGINAL DOCUMENT 

□ REFERENCE(S) OR EXHIBIT(S) SUBMITTED ARE POOR QUALITY 

□ OTHER: ■ 

IMAGES ARE BEST AVAILABLE COPY. 
As rescanning these documents will not correct the image 
problems checked, please do not report these problems to 
the IFW Image Problem Mailbox. 



